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Sections 4.1.2,4.2.2 & 4.5.2:
ID verification for non-resident individuals, non-resident legal entities and EDD measures
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Transaction Monitoring (TM) and Trigger Event Reviews (TE) were updated.

Section 4.9:
Added a separate section for Periodic Reviews

Name of Client Risk Profiling (CRP) template changed to CRA (Client Risk Assessment) template

V4

Section 3.1 (Business Risk Assessment)
Expanded the RBA

Section 4 (Client Due Diligence)
More clarification of covered transactions and core components of counterparty identification

4.2.1. ID verification of locally registered entities
eDocument verification number for local non-individual clients

4.4.3, 4.4.4 & 4.4.5 - expanded these sections to give more clarity on documenting the analysis of Adverse Media and
PEP

Section 5.1.2 CO responsibilities
Reference to appendix 13 (semi-annual AML report submission)

Section 5.5 Cash Acceptance Procedure
Added approval matrix for cash acceptance

Appendix 1:
CRA template — included section for name of client and date. Finer modification to scoring guidelines

Appendix 2:
Refreshed the KYC form to be filled by clients to enable risk assessment

Appendix 13:
Included a format of a semi-annual AML report

Appendix 13, 14, 15:
Added templates for Semi-annual AML report. CO Job description, Risk Assessment Matrix

V5

Section 2 (Scope):
Included reference to CRA and CDD implementation guideline released by Ministry of Economy
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4 1. 1D & ADDRESS VERIFICATION OF INDIVIDUALS & NATURAL PERSONS

In case of natural persons, the verification of a customer’s identity, including their address, is verified
based on original government-issued documents. The identification documents include,

= Photo of the individual or natural person

= Name, nationality, date of birth and place of birth,

= National identification number.

= Residence address

4.1.1. Verification of residents

For verifying the identity of UAE nationals and UAE residents, copies of the following documents are
obtained.

e Passport
e Emirates ID
e Family book (UAE nationals)

The customer facing staff of the DPMS entity verifies the copies against their originals and affixes his /
her name, title, date, employee ID and signature along with the statement stating, “Original sighted”.
For residents the following set of documents are accepted for the purpose of address verification.

e Bills or account statements from public utilities (e.g., DEWA, SEWA, ADEWA, Du, Etisalat,
etc.)
Registered property purchase, lease or rental agreements
Local and national government-issued documents, including municipal tax records.
Documents from supervised third-party financial institutions, such as bank statements, credit
or debit card statements, or insurance policies with address information

e An address verification letter from his / her previous employer can also be used (applicable
only in cases where the person is unable to provide address verification as he / she is sharing
their accommodation or yet to get their permanent address in the country)

4.1.2. Verification of non-residents

In case of verifying foreign nationals, who are non-residents, their copies of passport and national ID
should be obtained and certified by the DPMS entity’s staff, if the non-resident client visits the DPMS
entity or a staff member of the DPMS entity visits the counterparty’s location. However, if the foreign
national counterparty has not been visited in-person, then the following verification is applied.

= Attestation of identity documents from a notary public or lawyer or accountant is required.

= The attestation information contains ‘True copy of the original’, Verifying organization name, staff's
name, title and signature.

In cases where documents are obtained from foreign sources in countries which are members of The
Hague Apostille Convention, consideration can be given to requesting documents certified by Apostille
seal. The official list of countries participated in Hague Apostille convention can be found in here
(Hague Apostille Country List (gsccca.org)).

4.2. ID AND ADDRESS VERIFICATION OF LEGAL ENTITIES
The entity obtains copies of following identity verification documents from legal entity clients.

Trade license of the entity

Certificate of incorporation

Memorandum of Association (MoA)

Board resolution reflecting change in company’s structure.
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e Share registry / certificate.
e Certificate of incumbency or good standing attested by the embassy or consulate in UAE
(only for entities registered outside UAE)

These documents are verified against independent and reliable government sources.

4.2.1. Verification of locally registered entities (corporates or structures)

The DPMS entity uses the National Economic Register to verify locally registered entities. Through
the UAE’s National Economic register (NER), businesses can view online their business licence
details which the government has on record and get instant information about existing companies and
business activities in the UAE. The registry can be accessed using the following link:

e ner.economy.ae/Search By BN.aspx

The link contains businesses licensed from the below authorities.
e Ministry of Economy

Abu Dhabi Department of Economic Development

Department of Economy and Tourism — Dubai

Economic Development Department — Sharjah

Department of Economic Development — Ras Al Khaimah
Department of Economic Development — Ajman

Department of Economic Development — Umm Al Quwain
Fujairah Municipality
Dibba Municipality (Arabic)

Wherever, ‘eDocument Verification no.” has been mentioned in the copy of the Trade License, the firm
inputs the same in the respective license issuing authority’s portal. The firm takes a print screen of
the output with date and time stamp and files it along with the other KYC documents of the client.

Wherever, the Trade License, has a reference to QR code verification, the same will be verified using
user’s mobile. While scanning the QR, the trade license will be opened on the mobile directly from
regulator’s website. The user who has done the verification should make a reference that the trade
license has been verified using QR code and date and sign on the copy of the trade license.

4.2.2. Verification of foreign entities (corporates or structures)
A foreign entity could be any of the following.

e Direct client of the DPMS entity
e Parent entity holding 25% or more stake in the DPMS entity’s direct client.

In either of these cases, the natural persons holding controlling stake more than 25% in the
counterparty of the DPMS entity are identified and verified (refer section 4.1). A counterparty who is a
legal entity, is verified through the respective government’s portal for verification of business
registration numbers. While verifying the counterparty, personal details of the owners / shareholders
are cross checked against counterparty declaration. In the absence of an independent government or
regulatory portal for verification, the following approach is followed.

o Attestation of identity documents from a notary public or law firm or accountant is required.

e The attestation information contains ‘True copy of the original’, Verifying organization name,
staff's name, title and signature.

Attestation is obtained for KYC documents of natural persons of the counterparty too.
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Nominees

UBOs

POAs

Signatories

Guarantors

Any other controlling stake holders (mandatory requirement to profile anyone
controlling more than 25%)

OO0 0000

4.4.8. The risk factors used to assess client's ML/FT risk profile are as follows:

Risk factor Variables analyzed

Ease of ID verification, net worth of individual, complexity of
structure, transparency of UBOs, association with high-risk persons

g:;(' nierpary. (political exposure, adverse news), use of cash or virtual assets to
settle the transaction, Knowledge, expertise, technical and financial
capacity
Stronger or weaker regulatory and supervisory framework in

. client’s country of residence, principal residential or operating

Geagraphic.iisk locations of customers, high risk countries as per FATF, tax haven
countries

Product & Client’s line of business, industry type, complexity of products &

services offered to customers, if the property is used by self or for

services risk/ > :
investment purposes, engaged in a covered or a non-covered

Transaction risk

transaction
Delivery Favors anonymity during client acquisition, business relationship or
channel risk service delivery.

4.4.9. Inthe following circumstances the counterparty gets mandatorily classified as EDD

= If alegal entity counterparty is registered in or predominantly operates from a FATF
blacklist country (Iran, Myanmar and North Korea). In the case of individuals / natural
persons if the person is a resides in one of the FATF blacklisted countries. The
blacklisted countries can be referred to in the below link.

High-Risk Jurisdictions subject to a Call for Action - October 2023 (fatf-gafi.orq)

= PEP (relatives and friends) — Applies to individuals and natural persons like
shareholders, UBOs, POAs or other controllers of the legal entity. If any of the
natural persons are found to be a PEP, then the Company is EDD.

= Adverse media news on individual or legal entity counterparty or any natural persons
holding 25% or more stake in the legal entity (after qualifying the adverse information)

= Complex structures (natural person with 25% or more stakes exists 3 layers above
the counterparty)

= |f any connected party of a counterparty is classified as EDD, then classify the legal
entity as EDD.

4.4.10. The DPMS entity identifies PEPs based on the below identifiers:
o Politicians,
Current and ex-ministers,
Senior managers in government departments or quasi government organizations,
Judiciary or military officials
Have previously been, entrusted with the management of an international
organisation or any prominent function within such an organisation.
Direct family members of PEP (spouses, children, spouses of children, parents)

o OO0 0

o
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o Associates known to be close to the PEP, which include,
= Individuals having joint ownership rights in a legal person or arrangement or
any other close Business Relationship with the PEP.
= Individuals having individual ownership rights in a legal person or
arrangement established in favour of the PEP.

Even if the above criteria may not be applicable at the time of onboarding or periodic review,
prior 5 years records are considered before applying non-PEP status.

4.4.11. The DPMS entity maintains a PEP register which documents all the PEPs and their KYC
and CDD details (refer to Appendix — 6).

4.4.12. For counterparties who are not mandatorily classified as EDD, a risk score is applied for
each of the risk factors in the CRA template.

Risk scoring for legal entity counterparties is based on the following criteria:

1) A counterparty is a single legal entity or part of a larger / complex group.
2) Counterparty's knowledge, expertise, financial and technical capability in PMS
transaction.
3) Clarity on the income of the legal entity and reasonableness of the wealth
4) Nature of counterparty’s business activity:
= |s the company engaged in normal business activities or used only for
investments in property or financial products?
= Business activities of the company, parent, subsidiaries (e.g., real estate,
precious metals, UAE controlled list, Dual Use goods, etc.)
5) Frequency of covered transactions.
6) Counterparty referred by existing client or referred by 3rd party referral or acquired
through sales team.
7) Interaction with the natural persons connected with the counterparty is face to face or
non-face-to-face.
8) Counterparty (registered in UAE) or its subsidiary has business dealing with high-risk
countries (as defined by FATF) or with tax haven countries.
9) Counterparty is registered outside UAE.

Scoring points 8 & 9 related to country risk are scored based on the ratings table published in
‘knowyourcountry.com’. Consideration has been given to ML/TF risks, international sanctions,
corruption risk, global initiative criminality index, global initiative resilience index, EU tax
blacklist and offshore finance centre. The ratings table is accessed using the below link:

Ratings Table — KnowYourCountry

Risk scoring for individuals and natural persons are based on the following criteria:

1) Ease of obtaining and verifying ID documents and Address proof documents from the
natural persons

2) Retail client's / Counterparty's knowledge, experience, financial and technical capability

3) Net worth of natural persons or individuals (high net worth is considered as more than
AED 3.6 million)

4) An individual or natural person is a key decision maker in the company that operates in
an industry with high AML risk (controlled items, Dual Use Goods, chemicals)

5) Frequency of covered transactions

6) Interaction with the individual / natural person is face to face or non-face-to-face.

7) AUAE resident whose nationality is from high-risk jurisdiction or tax haven country.

8) Non-UAE resident’s residency status is from high-risk jurisdiction or tax haven country.

Scoring points 7 & 8 related to country risk are scored based on the ratings table published in
‘knowyourcountry.com’. Consideration has been given to ML/TF risks, international sanctions,
corruption risk, global initiative criminality index, global initiative resilience index, EU tax
blacklist and offshore finance centre. The ratings table is accessed using the below link:
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